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The Potential of UAVs in B5G

● Beyond 5G networks offers unprecedented speed and minimal latency.

● Drones (UAVs) can extend network coverage and enhance communication in challenging 

environments.

● UAV-assisted Vehicular Ad-hoc Networks (VANETs) can improve traffic management, 

safety, and connectivity.



Security Challenges



● SeGDS: Secure Group Data Sharing among drones.

● SeDDS: Secure Direct Data Sharing between drones 

and vehicles.

Proposed Protocols for Secure 
Data Sharing

System Model
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Threat Model

Adversaries can 

intercept messages, 

and impersonate 

entities.

Service Provider 

(Cloud) and Road Side 

Unit (RSU) are trusted 

entities.

UAVs are rational 

entities with limited 

resources, acting 

maliciously for 

perceived benefit.

Collisions among 

adversaries are 

possible.



SeGDS: Secure Group Data Sharing Phases
System Initialization: The Authentication Server Function (AUSF) sets up the cryptographic parameters.

Registration: UAVs register with the AUSF, obtaining their keys.

Session Setup: The Road Side Unit (RSU) establishes a secure session with the content service provider.

Task Assignment and Cooperative Download: The RSU divides the data into segments and assigns them 
to UAVs for download.

Data Sharing: UAVs share their downloaded segments with each other.

Data Consolidation: The RSU consolidates the data and distributes the decryption key to the UAVs.



SeGDS Performance Analysis
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SeDDS: Secure Direct Data Sharing Steps

    Data Download Request

Encrypted Data Transmission

Key Hint Request

  Secure Key Transmission

Data Decryption & 

Verification

Data Encryption



SeDDS Performance Analysis
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Security Comparison 



Conclusion and Future Work

● SeGDS and SeDDS are secure and efficient protocols for UAV-assisted VANETs.

○ SeGDS reduces communication costs by 2.5x

○ SeDDS reduces computation overhead by 1.5x. 

● Future work

○ Focus on energy efficiency optimization

○ Support threat model with malicious RSUs



Thank you

For more information or questions, please contact:

atefeh@ucsb.edu    amohseni.ejiyeh@gmail.com 
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